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Abstract—In this work, we propose a simple implementation of
a True Random Number Generator (TRNG) based on Resistive
Random Access Memory (ReRAM) and evaluate its practicability
at different ambient temperatures.

Index Terms—Commercial Off-The-Shelf (COTS), Resistive
Random Access Memory (ReRAM), runtime-accessible, True
Random Number Generator (TRNG)

I. INTRODUCTION

Random number generation is one of the most important
areas of modern cryptography. For this reason, the search
for True Random Number Generators (TRNGs) is still a
prevalent research topic. In this abstract, we shortly introduce a
simple implementation of a Resistive Random Access Mem-
ory (ReRAM)-based TRNG and evaluate its applicability at
different temperature conditions.
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II. TECHNICAL BACKGROUND AND RESULTS

ReRAM is a type of non-volatile memristor-based memory
that stores bits by changing the resistance of the underlying
material. Our ReRAM-based TRNG uses the entropy of the
write latency to derive random bits. This is done by selecting
three values: addr, byte1, and byte2. The value byte1 is
written first at address addr to the ReRAM. Then the ReRAM
status register is read in a loop and, on each iteration, the
WIP (Write In Progress) bit is checked. This process is called
WIP polling and the corresponding bit is set (1) as long as
the write process continues. Once the WIP bit clears (0), the
writing is finished. After that, the value byte2 is written to the
same cell addr in order to overwrite the current value byte1.
Again, WIP polling is performed, but this time the number of
performed polls is recorded. The least significant bit of this
number of polls is unstable and fluctuates as the writes take
different amounts of time. Effectively, a random bit is gen-
erated through two write instructions. In our implementation,
the von Neumann extractor algorithm [1] is additionally used
in order to eliminate potential biases.

In our experiments we are using two different ReRAM
models: the Adesto RM25C512C-LTAI-T [2] and the Fujitsu
MB85AS4MTPF-G-BCERE1 [3]. Four different modules of
each type are examined in order to provide conclusive results.

Our results indicate that the bitrate of both models is highly
dependent on the ambient temperature. At room temperature
the bit rate is at around 500 bits/s for the Fujitsu-based and 50
bits/s for the Adesto-based TRNG while it can be as low as
50 bits/s and 35 bits/s under adverse conditions, respectively.



III. CONCLUSION

It can be concluded that although the ReRAM-based TRNG
is a promising approach to random number generation, it is
susceptible to a simple temperature-based attack. Future work
should investigate whether there are countermeasures against
this exploitable behaviour.
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