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Abstract—In this work, we present a novel way of increasing
the entropy of the CNT-PUF, a Physical Unclonable Function
(PUF) based on a monolithic array of 144 Carbon-NanoTube
Field Effect Tranmsistors (CNT-FETs), arranged in a 12x12
crossbar structure. We note that the responses of this PUF are
based on the electrical characteristics of the relevant CNT-FETs.
More specifically, the drain current /p of each CNT-FET under
the influence of a particular gate-source voltage Vs indicates,
through the use of a threshold value, whether each relevant CNT
cell of the array is conducting (acting either as a true conductor
or as a semiconductor) or not (acting as an insulator). In this
work, we propose the adoption of individual threshold values for
each such cell as part of the relevant PUF challenge, thereby
significantly increasing the entropy of this PUF.

Index Terms—Carbon NanoTube (CNT), Physical Unclonable
Function (PUF), True Random Number Generator (TRNG),
hardware security, security, Internet of Things (IoT), increased
entropy, increased stability

I. INTRODUCTION AND RELATED WORK

With the advancement of the Internet of Things (IoT), which
allows devices to directly exchange information and take ac-
tions based on this information without the direct intervention
of people, the demand for security has significantly increased.
In particular, as the IoT brings together both high-end devices,
e.g., infrastructure servers, and really resource-constrained
ones, such as single-board computers and microprocessors,
used solely for the collection of sensor data, the need for
lightweight security has grown remarkably.

To this end, Physical Unclonable Functions (PUFs) ! have
been proposed as a hardware-based security solution that can
allow for the realisation of low-cost security anchors that can
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I'The term “Physical Unique Function” can more accurately describe a PUF.

provide highly unique and unpredictable cryptographic tokens,
such as encryption keys. Moreover, such nanomaterials as
Carbon NanoTubes (CNTs) have already been utilised for the
creation of PUFs [1], [2], as such PUFs can be more robust
and tamper-resistant in comparison to ones based on silicon,
while at the same time being compatible with the complemen-
tary metal-oxide-semiconductor (CMOS) fabrication process
of electronic devices.

Hence, in a recently submitted work [3], we have proposed
the CNT-PUF, a PUF based on the characterisation, through
a threshold Ip value, of the cells of a monolithic 12x12
array of CNT-FETs as either conductive (acting either as true
conductors or as semiconductors) or non-conductive (acting
as insulators). The cells belonging to the former category are
assigned the logical value of 1 and the ones belonging to the
latter, the logical value of 0, leading to a 144-bit PUF response
that has proven to be extremely stable.

In this work, we propose a novel classification method for
the CNT-PUF based on the adoption of an individual threshold
value for each CNT-PUF cell, which forms part of the relevant
PUF challenge. In this way, our work makes the following
contributions:

1) It offers higher flexibility for creating cryptographic
tokens, such as keys, by significantly increasing the
overall entropy of the CNT-PUF Challenge-Response
Pairs (CRPs).

2) It also allows for even higher stability of the overall
response of the CNT-PUF, as long as each individual
threshold is chosen to be far away from the region in
which the Ip values recorded for the relevant cell occur.

3) Moreover, it provides for the potential restoration of the
security of the CNT-PUF, even when the attacker has
gained knowledge on particular sets of its CRPs.

4) Finally, it can be used to convert the CNT-PUF into
a source of higher entropy that can serve as a True
Random Number Generator (TRNG).

The remainder of this work is structured as follows. Section
IT provides an overview of the fundamentals of the operation



of the CNT-PUF. Section III discusses the novel classification
method as well as the advantages associated with it. Finally,
in Section IV, we summarize our contributions and provide an
outlook for future work, thereby concluding this work.

II. BACKGROUND INFORMATION

The operation of a PUF is based on the existence of
CRPs that are unique per device and rather unpredictable.
In particular, a PUF can be described as a physical object
with unique and rather unpredictable characteristics, which are
most often induced in the physical object by minor variations
during its manufacturing process. Under particular conditions
and actions, e.g., by providing some input if the PUF is an
electronic circuit, to which we refer as the PUF challenge, a
PUF provides the current values of its defining characteristics
— in the case of the PUF being an electronic circuit, potentially
as logical values at its output; we refer to those values as the
PUF response, and in the case of PUFs consisting of electronic
circuits, they are binary.

In the case of the CNT-PUF, as already mentioned, the
PUF response is based on the electrical characteristics of
the relevant CNT-FETSs, each of which constitutes a cell of
the overall 12x12 monolithic crossbar array. In particular,
the drain current Ip of each CNT-FET is measured under
the influence of a gate-source voltage Vs equal to —2.5V.
Nevertheless, it has been observed that the measurements
of Ip inherently incorporate some noise, leading to slightly
different values for the same cell, even for the exact same
value of Vgzg. However, as such measurement values tend
to concentrate within a limited region, each cell is assigned
a logical value based on whether the measured Ip value is
above or below a threshold value that is common for all
cell measurements, as shown in Figure 1, where the dashed
grey lines indicate the range in which the authors of [3]
propose that the common Ip threshold value is set 2. The
concatenation of the logical values assigned to all the cells
form the response of this PUF, with the provided Vs and
the order in which the CNT-FET cells are measured, as well
as other relevant conditions, such as the ambient temperature,
forming the relevant PUF challenge.

As it is evident, this method allows only for the production
of a single 144-bit binary response for each crossbar array.

III. CARBON-NANOTUBE-BASED SECURITY PRIMITIVES
OF INCREASED ENTROPY

As shown in Figure 2, applying a common I threshold
value (shown as a red line, within the range in which the
authors of [3] propose that the common I threshold value
is set, which is indicated by the grey dashed lines), can
lead to responses containing erroneous bits. On the contrary,
by utilising different I threshold values for each CNT-FET
cell, as shown in Figure 3 through nine randomly selected
cells, errors can be avoided with extremely high probability.

2Essentially, cells providing a high I'p, whose CNTs act as true conductors
or semiconductors, are assigned the logical value of 1, and cells providing a
low Ip, whose CNTs act as insulators, are assigned the logical value of 0.

Additionally, a fully unstable response can also be produced
to generate a TRNG, e.g., by using the green threshold set
of Figure 3 that separates the measurement sets of all the CNT-
FET cells in the middle. Utilising this method, it is possible to
generate either a TRNG, or a stable or unstable PUF response.
Additionally, it is even possible to determine the potential bias
towards either of the logical values for both a TRNG and a
PUF response produced using this method. Moreover, it is
even possible to determine the degree of instability of the
PUF response and, in any case, a fully stable response can
be generated using this method.

We also note that, as Figure 3 shows through nine randomly
selected cells, different threshold sets leading to fully stable
responses can be utilised (such as the purple, pink, and
brown threshold sets shown in Figure 3, leading to stable,
but different responses. In particular, the purple set produces
a ‘111011011" response, the pink one a ‘001100011’ response,
and the brown one a ‘010010010 response, leading to frac-

tional Hamming distances between — and 9’ i.e., to perfectly
unique/distinct responses *. In this way, it is proven that

this classification method significantly increases the overall
entropy of the CNT-PUF.

Finally, as the purple, pink, and brown threshold sets shown
in Figure 3 lead to perfectly unique/distinct responses, they can
also be utilised to restore the security of the CNT-PUF, as even
if a response produced by one of these threshold sets becomes
known to the attacker, the other two can still be utilised without
any security compromise.

IV. CONCLUSION AND FUTURE WORK

In this work, we have presented a novel way of classifying
the /p measurements used to form the response of the CNT-
PUF that has been described in [3]. This method significantly
increases the overall entropy of this PUF, offering the ability to
generate an increased number of cryptographic tokens. It also
allows for even higher stability of the responses produced by
this PUF. Moreover, it can also be used to restore the security
of the PUF, when an attacker knows some of the CNT-PUF’s
CRPs. Finally, it can also be used to transform the CNT-PUF
structure into a TRNG. Thus, we believe that the described
method really enhances the operation of the CNT-PUF. Future
work should measure the entropy and stability increase that
occurs when our classification method is used, and assess the
potential cost required for storing the information concerning
the limits of the region that the Ip values recorded for each
CNT-FET cell occupy.
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Fig. 1. Distribution of 28 measurements of the drain current I for each CNT-FET when applying a Vigg = -2.5V and Vp = -1V. One can retrieve the
stability of each PUF cell from this figure, as well as the overall distribution of conducting and non-conducting CNT-FETs of the examined device, for
Vas =-2.5V and Vp = -1V, based on a threshold value for Ip. In [3], it is suggested that a common threshold be applied in the range indicated by the
dashed grey lines. Such an exemplary threshold could be the one indicated by the red solid line.
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Fig. 2. Distribution of the 28 measurements of the drain current I for ~Fig. 3. Distribution of the 28 measurements of the drain current Ipp for the
a random selection of nine CNT-FET cells, from Figure 1, when applying nine CNT-FET cells shown in Figure 2 when applying Vs = -2.5V and
a Vgg = 2.5V and Vp = -1V. A threshold shown as a red line has been ~Vp = -1V. Individual thresholds are applied to each cell, shown as purple,
selected within the range defined by the dashed grey lines, leading to a PUF  green, pink and brown line segments, forming four sets of thresholds. The
response of ‘011010010°. Note that if the red line threshold separated the  green set leads to a TRNG behaviour, as it separates all sets of measurements.

measurements of the selected ninth cell, the response produced could have ~ The other three sets lead to PUF responses that demonstrate a fractional
one erroneous bit. Hamming distance from 0.4 to 0.6 when compared.



